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SI MPLE MAI L TRANSFER PROTOCCL

1. 1 NTRODUCTI ON

The objective of Sinple Mail Transfer Protocol (SMIP) is to transfer
mail reliably and efficiently.

SMIP i s independent of the particular transm ssion subsystem and
requires only a reliable ordered data stream channel. Appendices A,
B, C, and D describe the use of SMIP with various transport

servi ces.
A dossary provides the definitions of terns as used in this
docunent .

An inportant feature of SMIP is its capability to relay mail across
transport service environnents. A transport service provides an
i nterprocess conmmuni cation environnent (IPCE). An |IPCE nay cover
one
networ k, several networks, or a subset of a network. It is
i mport ant
to realize that transport systenms (or |IPCEs) are not one-to-one with
networks. A process can conmunicate directly with anot her process
t hrough any nutually known IPCE. Ml is an application or use of
i nterprocess communi cation. Ml can be comuni cated between
processes in different | PCEs by rel aying through a process connected
to two (or nore) |IPCEs. Mdre specifically, mail can be rel ayed
bet ween hosts on different transport systens by a host on both



transport systens.
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2. THE SMIP MODEL

The SMIP design is based on the followi ng nodel of communication

as
the result of a user mmil request, the sender-SMIP establishes a
two-way transm ssion channel to a receiver-SMIP. The receiver-SMIP
may be either the ultinmate destination or an internediate. SMIP
commands are generated by the sender-SMIP and sent to the
receiver-SMIP. SMIP replies are sent fromthe receiver-SMIP to the
sender-SMIP in response to the conmands.

Once the transm ssion channel is established, the SMIP-sender sends

a
MAI L conmand i ndicating the sender of the mail. |If the SMIP-
receiver
can accept mail it responds with an OK reply. The SMIP-sender then
sends a RCPT command identifying a recipient of the mail. [If the

SMIP-recei ver can accept nmail for that recipient it responds with an
K reply; if not, it responds with a reply rejecting that recipient
(but not the whole mail transaction). The SMIP-sender and
SMTP-recei ver nay negotiate several recipients. Wen the recipients



have been negoti ated the SMIP-sender sends the mail data,
term nating
with a special sequence. |f the SMIP-receiver successfully
processes
the mail data it responds with an OK reply. The dialog is purposely
| ock-step, one-at-a-tine.

Fomm e oo - + Fomm e o - +
Fommem - + | | | |
| User |<-->| [ SMIP | |
R + | Sender- | Commands/ Replies| Receiver-
oo + | SMIP | <----mmemmmmm - >| SMIP | oo +
| File |<-->| | and Mi | | | <-->| File |
| System I | | | | System
E R + Fom e oo + Fom e - + E RS +

Sender - SMTP Recei ver - SMTP

Mbdel for SMIP Use
Figure 1

The SMIP provi des nechani sns for the transmission of mail; directly

fromthe sending user's host to the receiving user's host when the
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two host are connected to the sane transport service, or via one or

nore relay SMIP-servers when the source and destination hosts are
not

connected to the sane transport service.

To be able to provide the relay capability the SMIP-server nust be
supplied with the name of the ultinmate destination host as well as
t he destinati on mail box nane.

The argunent to the MAIL command is a reverse-path, which specifies
who the mail is from The argunent to the RCPT command is a

forward-path, which specifies who the mail is to. The forward-path
is a source route, while the reverse-path is a return route (which



may be used to return a nessage to the sender when an error occurs
with a relayed nessage).

When the same nessage is sent to nmultiple recipients the SMIP
encourages the transmi ssion of only one copy of the data for all the
reci pients at the same destination host.

The mail conmands and replies have a rigid syntax. Replies also
have

a nuneric code. 1In the foll ow ng, exanples appear which use actua

commands and replies. The conplete lists of comands and replies

appears in Section 4 on specifications.

Commands and replies are not case sensitive. That is, a command or

reply word may be upper case, |ower case, or any nixture of upper
and

| ower case. Note that this is not true of mail box user nanes. For

some hosts the user nane is case sensitive, and SMIP i npl enentati ons

nust take case to preserve the case of user nanes as they appear in

mai | box argunents. Host nanes are not case sensitive.

Commands and replies are conposed of characters fromthe ASClI

character set [1]. Wen the transport service provides an 8-bit
byt e

(octet) transnission channel, each 7-bit character is transmtted

right justified in an octet with the high order bit cleared to zero.

When specifying the general formof a conmand or reply, an argument
(or special synbol) will be denoted by a meta-linguistic variable
(or
constant), for exanple, "<string>" or "<reverse-path>". Here the
angl e brackets indicate these are nmeta-linguistic variabl es.
However, sonme argunents use the angle brackets literally. For
exanpl e, an actual reverse-path is enclosed in angle brackets, i.e.,
"<John. Smith@JSC- 1 Sl . ARPA>" is an instance of <reverse-path> (the
angl e brackets are actually transmitted in the command or reply).
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3. THE SMIP PRCCEDURES

This section presents the procedures used in SMIP in several parts.

First cones the basic nail procedure defined as a nmail transaction.

Foll owi ng this are descriptions of forwarding mail, verifying
mai | box



nanmes and expanding mailing lists, sending to terninals instead of
or

in conbination with mail boxes, and the openi ng and cl osi ng
exchanges.

At the end of this section are comments on relaying, a note on nail

domai ns, and a di scussion of changing roles. Throughout this
section

are exanples of partial command and reply sequences, severa
conpl ete

scenari os are presented in Appendix F.

3.1. ML

There are three steps to SMIP mail transactions. The transaction
is started with a MAIL command whi ch gives the sender
identification. A series of one or nmore RCPT commands fol |l ows
giving the receiver information. Then a DATA conmand gives the
mail data. And finally, the end of mail data indicator confirmns
the transacti on.

The first step in the procedure is the MAIL command. The
<reverse-path> contains the source mail box.

MAI L <SP> FROM <rever se- pat h> <CRLF>

This command tells the SMIP-recei ver that a new nail

transaction is starting and to reset all its state tables and
buffers, including any recipients or mail data. It gives the
reverse-path which can be used to report errors. |f accepted,

the receiver-SMIP returns a 250 OK reply.

The <reverse-path> can contain nore than just a nmail box. The
<reverse-path> is a reverse source routing list of hosts and
source mail box. The first host in the <reverse-path> should

be
the host sending this command.
The second step in the procedure is the RCPT comand.
RCPT <SP> TO <f orwar d- pat h> <CRLF>
This command gives a forward-path identifying one recipient.
| f accepted, the receiver-SMIP returns a 250 OK reply, and
stores the forward-path. |If the recipient is unknown the
receiver-SMIP returns a 550 Failure reply. This second step
of
the procedure can be repeated any nunber of tines.
[ Page 4]
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The <forward-path> can contain nore than just a mail box. The
<forward-path> is a source routing list of hosts and the
destination nmailbox. The first host in the <forward-path>
shoul d be the host receiving this command.

The third step in the procedure is the DATA conmand.
DATA <CRLF>

| f accepted, the receiver-SMIP returns a 354 Internedi ate
reply

and considers all succeeding lines to be the nessage text.

When the end of text is received and stored the SMIP-receiver

sends a 250 K reply.

Since the nail data is sent on the transni ssion channel the
end

of the mail data nust be indicated so that the command and

reply dialog can be resuned. SMIP indicates the end of the

nmail data by sending a line containing only a period. A

transparency procedure is used to prevent this from
interfering

with the user's text (see Section 4.5.2).

Pl ease note that the mail data includes the nenp header
itens such as Date, Subject, To, Cc, From][2].

The end of mail data indicator also confirns the nail
transaction and tells the receiver-SMIP to now process the
stored recipients and mail data. |If accepted, the

recei ver-SMIP returns a 250 K reply. The DATA conmand shoul d
fail only if the mail transaction was inconplete (for exanple,
no recipients), or if resources are not avail abl e.

The above procedure is an exanple of a nmail transaction. These
conmands nust be used only in the order discussed above.

Exanmple 1 (below) illustrates the use of these conmands in a nai
transacti on.
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This SMIP exanpl e shows i |

Exanpl e of the SMIP Procedure

sent by Smith at host Al pha. ARPA,

to Jones, Green, and Brown at host Beta. ARPA Here we assume
that host Al pha contacts host Beta directly.

S
R:

The mail has now been accepted for Jones and Brown.

MAI L FROM <Smi t h@\ pha. ARPA>
250 &K

RCPT TO <Jones@Bet a. ARPA>
250 K

RCPT TO <G een@Bet a. ARPA>
550 No such user here

RCPT TO <Br own@Bet a. ARPA>
250 K

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.

<CRLF>. <CRLF>

250 K

not have a mail box at host Beta.

Example 1

Geen did
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3.2. FORWARDI NG

There are sone cases where the destination infornmation in the
<forward-path> is incorrect, but the receiver-SMIP knows the
correct destination. |In such cases, one of the following replies
shoul d be used to allow the sender to contact the correct

desti nati on.

251 User not local; will forward to <forward-path>

This reply indicates that the receiver-SMIP knows the
user's

mai | box is on another host and indicates the correct

forward-path to use in the future. Note that either the

host or user or both may be different. The receiver takes

responsibility for delivering the nessage.

551 User not |ocal; please try <forward-path>

This reply indicates that the receiver-SMIP knows the
user's
mai | box is on another host and indicates the correct
forward-path to use. Note that either the host or user or
both may be different. The receiver refuses to accept mail
for this user, and the sender nust either redirect the mail
according to the information provided or return an error
response to the originating user

Exanple 2 illustrates the use of these responses.
Exanpl e of Forwardi ng
Ei t her

S: RCPT TO <Post el @QJSC-| SI . ARPA>
R. 251 User not local; will forward to <Postel @QJSC-| S| F. ARPA>

O

S: RCPT TGO <Paul @QUSC- | SI B. ARPA>
R 551 User not local; please try <Mockapetri s@JSC- I S| F. ARPA>
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3.3. VERI FYI NG AND EXPANDI NG

SMIP provi des as additional features, commands to verify a user
nanme or expand a nailing list. This is done with the VRFY and
EXPN commands, which have character string arguments. For the
VRFY comand, the string is a user nane, and the response may

i nclude the full nane of the user and nust include the mail box of
the user. For the EXPN command, the string identifies a mailing
list, and the nultiline response nmay include the full nane of the
users and nust give the mail boxes on the mailing |ist.

"User nanme" is a fuzzy termand used purposely. |If a host

i npl enents the VRFY or EXPN commands then at |east |oca
nmai | boxes

nust be recogni zed as "user nanes". |If a host chooses to

recogni ze other strings as "user nanes" that is allowed.

In sone hosts the distinction between a nailing list and an alias

for a single mailbox is a bit fuzzy, since a conmon data
structure

may hold both types of entries, and it is possible to have
mai | i ng

lists of one mailbox. |If a request is nade to verify a mailing

list a positive response can be given if on receipt of a message

so addressed it will be delivered to everyone on the |ist,

ot herwi se an error should be reported (e.g., "550 That is a

mailing list, not a user"). |If a request is nade to expand a
user

nane a positive response can be formed by returning a |ist

cont ai ni ng one nane, or an error can be reported (e.g., "550 That

is a user nane, not a mailing list").

In the case of a multiline reply (normal for EXPN) exactly one

mai | box is to be specified on each line of the reply. 1In the
case

of an anbi guous request, for exanple, "VRFY Smith", where there
are two Snmith's the response nust be "553 User anbi guous".

The case of verifying a user name is straightforward as shown in
exanpl e 3.
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Ei t her

| SI Q ARPA>

O

August

Sinmple Mail Transfer

Exampl e of Verifying a User Name

S: VRFY Smith
R 250 Fred Smith <Sm t h@SC- | Sl F. ARPA>

VRFY Snith
251 User not local; will forward to <Sm t h@ISC-

VRFY Jones
550 String does not match anyt hing.

VRFY Jones
551 User not local; please try <Jones@SC-1| Sl Q ARPA>

VRFY Gour zenkyi npl at z
553 User anbi guous.

Exanmpl e 3
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The case of expanding a mailbox list requires a nultiline reply
as
shown in exanple 4.

Exanpl e of Expanding a Mailing List

Ei t her
S: EXPN Exanpl e- Peopl e
R 250-Jon Postel <Postel @QSC-1SIF. ARPA>
R 250- Fred Fonebone <Fonebone@JSC-1 SI Q ARPA>
R 250-Sam Q Smth <SQSm t h@SC- | SI Q ARPA>
R 250-Quincy Smth <@SC-1 Sl F. ARPA: Q Sm t h@ Sl - VAXA. ARPA>
R 250- <j 0e@ 00- uni x. ARPA>
R 250 <xyz@ar - uni x. ARPA>

EXPN Executi ve- Washr oom Li st
550 Access Denied to You.

Exampl e 4

The character string arguments of the VRFY and EXPN commrands



cannot be further restricted due to the variety of

i npl enent ati ons
of the user nane and nmail box |ist concepts. On sone systens it
may be appropriate for the argunent of the EXPN command to be a
file name for a file containing a mailing list, but again there

is
a variety of file namng conventions in the Internet.
The VRFY and EXPN commands are not included in the mninum
i mpl ementation (Section 4.5.1), and are not required to work
across relays when they are inplenented.
[ Page 10]
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3.4. SENDI NG AND MAI LI NG

The main purpose of SMIP is to deliver nmessages to user's
mai | boxes. A very simlar service provided by sone hosts is to
deliver nessages to user's terminals (provided the user is active
on the host). The delivery to the user's mailbox is called
"mailing", the delivery to the user's termnal is called

"sendi ng". Because in many hosts the inplenentation of sending

nearly identical to the inplenentation of mailing these two
functions are conbined in SMIP. However the sending commands are
not included in the required m ni mum i npl ement ati on

(Section 4.5.1). Users should have the ability to control the
witing of messages on their termnals. Mst hosts permt the
users to accept or refuse such messages.

The following three command are defined to support the sending

options. These are used in the mail transaction instead of the

MAI L command and i nformthe receiver-SMIP of the special
semanti cs

of this transaction



SEND <SP> FROM <rever se- pat h> <CRLF>

The SEND command requires that the nmail data be delivered

to
the user's terminal. |If the user is not active (or not
accepting term nal messages) on the host a 450 reply may
returned to a RCPT command. The nmil transaction is
successful if the nessage is delivered the term nal
SOML <SP> FROM <rever se- pat h> <CRLF>
The Send O MaiL command requires that the mail data be
delivered to the user's terminal if the user is active (and
accepting term nal messages) on the host. |If the user is
not active (or not accepting term nal nessages) then the
mail data is entered into the user's mailbox. The nail
transaction is successful if the nmessage is delivered
ei t her
to the terminal or the nail box.
SAML <SP> FROM <r ever se- pat h> <CRLF>
The Send And Mai L command requires that the mail data be
delivered to the user's ternminal if the user is active (and
accepting term nal messages) on the host. In any case the
mail data is entered into the user's mail box. The nai
transaction is successful if the nmessage is delivered the
mai | box.
Post el [ Page
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The sane reply codes that are used for the MAIL commands are used
for these commands.
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3.5. OPENI NG AND CLOSI NG
At the tinme the transnission channel is opened there is an
exchange to ensure that the hosts are comuni cating with the
host s
they think they are.

The followi ng two comands are used in transm ssion channe
openi ng and cl osi ng:

HELO <SP> <donmi n> <CRLF>

QUI T <CRLF>



In the HELO command t he host sending the command identifies
itself; the command may be interpreted as saying "Hello, | am
<domai n>".

Exanpl e of Connecti on Openi ng
R 220 BBN- UNI X. ARPA Sinmpl e Mail Transfer Service Ready

S: HELO USC-1 SI F. ARPA
R 250 BBN- UNI X. ARPA

Exanpl e of Connection d osing

S QT
R 221 BBN- UNI X. ARPA Servi ce cl osing transm ssion channel
Exanpl e 6
Post el [ Page
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3.6. RELAYI NG

The forward-path may be a source route of the form
"@NE, @WO JOE@HREE", where ONE, TWO, and THREE are hosts. This
formis used to enphasize the distinction between an address and

route. The mailbox is an absol ute address, and the route is
i nformati on about how to get there. The two concepts should not
be confused.



Conceptual ly the elenments of the forward-path are noved to the
reverse-path as the nmessage is relayed fromone server-SMIP to
another. The reverse-path is a reverse source route, (i.e., a
source route fromthe current |ocation of the nmessage to the
originator of the nessage). Wen a server-SMIP deletes its
identifier fromthe forward-path and inserts it into the
reverse-path, it nust use the nane it is known by in the
environnent it is sending into, not the environnent the mail cane
from in case the server-SMIP is known by different nanmes in

di f ferent environnents.

I f when the nessage arrives at an SMIP the first el ement of the

forward-path is not the identifier of that SMIP the el enent is
not

deleted fromthe forward-path and is used to determ ne the next

SMIP to send the message to. |In any case, the SMIP adds its own

identifier to the reverse-path.

Usi ng source routing the receiver-SMIP receives mail to be
rel ayed
to another server-SMIP The receiver-SMIP nay accept or reject
t he
task of relaying the mail in the sane way it accepts or rejects
nmail for a local user. The receiver-SMIP transforns the conmand
argunents by noving its ow identifier fromthe forward-path to
the begi nning of the reverse-path. The receiver-SMIP then
becones
a sender-SMIP, establishes a transnission channel to the next

SMTP
in the forward-path, and sends it the mail
The first host in the reverse-path should be the host sending the
SMIP commands, and the first host in the forward-path should be
the host receiving the SMIP conmands.
Notice that the forward-path and reverse-path appear in the SMIP
commands and replies, but not necessarily in the nmessage. That
is, there is no need for these paths and especially this syntax
to
appear in the "To:" , "From", "CC ", etc. fields of the nmessage
header .
If a server-SMIP has accepted the task of relaying the mail and
[ Page 14]
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an

pat h

later finds that the forward-path is incorrect or that the nail
cannot be delivered for whatever reason, then it must construct

"undeliverable mail" notification nessage and send it to the
originator of the undeliverable mail (as indicated by the
rever se-path).

This notification nessage nust be fromthe server-SMIP at this
host. O course, server-SMIPs shoul d not send notification
nessages about problenms with notification nmessages. One way to
prevent |loops in error reporting is to specify a null reverse-

in the MAIL command of a notification nmessage. Wen such a
nessage is relayed it is pernmissible to | eave the reverse-path
null. A MAIL cormand with a null reverse-path appears as

f ol | ows:

at

on

Post el
15]

MAI L FROM <>

An undeliverable mail notification nessage is shown in exanple 7.
This notification is in response to a nessage originated by JCE

HOSTW and sent via HOSTX to HOSTY with instructions to relay it
to HOSTZ. Wat we see in the exanple is the transacti on between

HOSTY and HOSTX, which is the first step in the return of the
notification nmessage.

[ Page
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Exanpl e Undel i verable Mail Notification Message

MAI L FROM <>

250 ok

RCPT TO <@HOSTX. ARPA: JOE@HOSTW ARPA>
250 ok

DATA

354 send the mail data, end with
Date: 23 Cct 81 11:22:33

From SMIP@HOSTY. ARPA

To: JCE@HOSTW ARPA

Subj ect: Mail System Probl em

Sorry JOE, your nessage to SAM@HOSTZ. ARPA | ost.
HOSTZ. ARPA said this:
"550 No Such User"

HDLDODLDODLDONDDINDINDIW

250 ok

[ Page 16]
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DOVAI NS

Domai ns are a recently introduced concept in the ARPA I nternet
mail system The use of donmains changes the address space froma
flat gl obal space of sinple character string host nanes to a
hierarchically structured rooted tree of global addresses. The
host nane is replaced by a domain and host designator which is a
sequence of dommin elenment strings separated by periods with the
understandi ng that the domain elenents are ordered fromthe nost
specific to the nost general

For exanple, "USC-ISIF. ARPA", "Fred. Canbridge. UK", and
"PC7.LCS. M T. ARPA" ni ght be host-and-domain identifiers.

Whenever domain nanes are used in SMIP only the official nanes

used, the use of nicknames or aliases is not allowed.
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3.8. CHANG NG RCLES

The TURN conmand nmay be used to reverse the roles of the two
prograns communi cating over the transm ssion channel

If programAis currently the sender-SMIP and it sends the TURN
command and receives an ok reply (250) then program A becones the
recei ver - SMIP.

If programB is currently the receiver-SMIP and it receives the
TURN command and sends an ok reply (250) then program B becones
the sender- SMIP.

To refuse to change roles the receiver sends the 502 reply.
Pl ease note that this conmand is optional. 1t would not normally

be used in situations where the transm ssion channel is TCP.
However, when the cost of establishing the transm ssion channel

is

high, this command may be quite useful. For exanple, this
command

may be useful in supporting be mail exchange using the public

switched tel ephone systemas a transm ssion channel, especially
i f

some hosts poll other hosts for mail exchanges.
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4. THE SMIP SPECI FI CATI ONS

4.1.

4.1.

conmmands

cause

of

SMIP  COMVANDS
1. COWAND SEMANTI CS

The SMIP conmands define the mail transfer or the nmail system
function requested by the user. SMIP conmands are character
strings term nated by <CRLF>. The command codes thensel ves

al phabetic characters term nated by <SP> if paraneters follow
and <CRLF> otherwi se. The syntax of mail boxes must conformto
recei ver site conventions. The SMIP conmands are di scussed
bel ow. The SMIP replies are discussed in the Section 4. 2.

A mai|l transaction involves several data objects which are
comuni cated as argunents to different commands. The
reverse-path is the argunent of the MAIL comrand, the
forward-path is the argunment of the RCPT command, and the nmail
data is the argunent of the DATA conmand. These argunents or
data objects nust be transnitted and held pendi ng the
confirmati on comuni cated by the end of mail data indication
which finalizes the transaction. The nodel for this is that
distinct buffers are provided to hold the types of data
objects, that is, there is a reverse-path buffer, a
forward-path buffer, and a nail data buffer. Specific

cause information to be appended to a specific buffer, or
one or nore buffers to be cleared.
HELLO ( HELO)

This command is used to identify the sender-SMIP to the
recei ver-SMIP. The argument field contains the host nane

t he sender - SMIP

The receiver-SMIP identifies itself to the sender-SMIP in



the connection greeting reply, and in the response to this
conmand.

This command and an OK reply to it confirmthat both the
sender-SMIP and the receiver-SMIP are in the initial state,
that is, there is no transaction in progress and all state
tables and buffers are cleared.

Post el [ Page
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MAIL (MAIL)

This command is used to initiate a mail transaction in
whi ch

the mail data is delivered to one or nore nuail boxes. The

argunent field contains a reverse-path.

The reverse-path consists of an optional list of hosts and
t he sender mailbox. Wen the list of hosts is present, it
is a "reverse"” source route and indicates that the mail was
relayed through each host on the list (the first host in
t he
list was the nost recent relay). This list is used as a
source route to return non-delivery notices to the sender
As each relay host adds itself to the beginning of the
list,
it nmust use its nanme as known in the IPCE to which it is
relaying the mail rather than the | PCE from which the nai
came (if they are different). 1In sonme types of error
reporting nessages (for exanple, undeliverable nai
notifications) the reverse-path may be null (see Exanple
7).

This command clears the reverse-path buffer, the
forward-path buffer, and the mail data buffer; and inserts
the reverse-path information fromthis command into the
reverse-path buffer.

REC!I Pl ENT ( RCPT)
This command is used to identify an individual recipient of

the mail data; nultiple recipients are specified by
mul tiple



from
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argunents

appended

use of this conmmand.

The forward-path consists of an optional list of hosts and
required destination mail box. Wen the list of hosts is
present, it is a source route and indicates that the nai
nmust be relayed to the next host on the list. |If the
recei ver- SMIP does not inplenment the relay function it may
user the sanme reply it would for an unknown | ocal user
(550).

When mail is relayed, the relay host nust renove itself
the begi nning forward-path and put itself at the beginning
of the reverse-path. Wen nail reaches its ultimate
destination (the forward-path contains only a destination

mai | box), the receiver-SMIP inserts it into the destination
mai | box in accordance with its host mail conventions.

August
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For exanple, mail received at relay host Awth
FROM <USERX@HOSTY. ARPA>
TO <@HOSTA. ARPA, @HOSTB. ARPA: USERC@HOSTD. ARPA>
will be relayed on to host B with argunents

FROM <@HOSTA. ARPA: USERX@HOSTY. ARPA>
TO <@HOSTB. ARPA: USERC@HOSTD. ARPA>

This command causes its forward-path argunment to be

to the forward-path buffer.

DATA ( DATA)

The receiver treats the lines followi ng the command as nai
data fromthe sender. This command causes the mail data
fromthis command to be appended to the nmail data buffer.
The mail data may contain any of the 128 ASCI| character
codes.
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The mail data is termnated by a Iine containing only a
period, that is the character sequence "<CRLF>. <CRLF>" (see
Section 4.5.2 on Transparency). This is the end of nmail
data indication

The end of mmil data indication requires that the receiver
nmust now process the stored mail transaction information.
Thi s processing consunmes the information in the reverse-

buffer, the forward-path buffer, and the nail data buffer
and on the conpletion of this conmmand these buffers are
cleared. |If the processing is successful the receiver nust
send an K reply. If the processing fails conpletely the
receiver nust send a failure reply.

When the receiver-SMIP accepts a message either for

or for final delivery it inserts at the beginning of the
mail data a tine stanp line. The tinme stanp line indicates
the identity of the host that sent the nessage, and the
identity of the host that received the nessage (and is
inserting this time stanp), and the date and tine the
message was received. Relayed nessages will have multiple
time stanp lines.

When the receiver-SMIP nakes the "final delivery" of a
message it inserts at the beginning of the mail data a

[ Page
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return path Iine. The return path line preserves the
information in the <reverse-path> fromthe MAIL conmmand.
Here, final delivery nmeans the nessage | eaves the SMIP
world. Normally, this would mean it has been delivered to
the destination user, but in some cases it may be further
processed and transnitted by another mail system

It is possible for the nmailbox in the return path be
different fromthe actual sender's mail box, for exanple,
if error responses are to be delivered a special error
handl i ng mai | box rather than the nessage senders.

The preceding two paragraphs inply that the final mail data
will begin with a return path line, followed by one or

time stanp lines. These lines will be followed by the nai
data header and body [2]. See Exanple 8.
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Special nmention is needed of the response and further

requi red when the processing following the end of nmail data
indication is partially successful. This could arise if
after accepting several recipients and the nail data, the
receiver-SMIP finds that the nail data can be successfully
delivered to some of the recipients, but it cannot be to
others (for exanple, due to nmil box space allocation

problenms). 1In such a situation, the response to the DATA
command nust be an OK reply. But, the receiver-SMIP nust
conpose and send an "undeliverable mail" notification

message to the originator of the nmessage. Either a single
notification which lists all of the recipients that failed
to get the message, or separate notification nessages nust
be sent for each failed recipient (see Exanple 7). Al
undel i verable mail notification messages are sent using the
MAI L command (even if they result from processing a SEND
SOM., or SAM. conmand).
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Exanpl e of Return Path and Received Tinme Stanps

Ret ur n- Pat h: <@sH . ARPA, @EF. ARPA, @GABC. ARPA: JOE@ABC. ARPA>

Recei ved: from GH . ARPA by JKL. ARPA ; 27 Cct 81 15:27:39 PST
Recei ved: from DEF. ARPA by GH . ARPA ; 27 Cct 81 15:15:13 PST
Recei ved: from ABC. ARPA by DEF. ARPA ; 27 Cct 81 15:01:59 PST

Dat e:

27 Cct 81 15:01:01 PST

From JOE@ABC. ARPA
Subj ect: Inproved Mailing SystemlInstalled

To:

SAMA@ KL. ARPA



This is to informyou that

Exanpl e 8

SEND ( SEND)

This command is used to initiate a mail transaction in
whi ch

the mail data is delivered to one or nore ternminals. The

argunent field contains a reverse-path. This conmand is

successful if the nessage is delivered to a termnal

The reverse-path consists of an optional list of hosts and
the sender mmil box. Wen the |ist of hosts is present, it
is a "reverse" source route and indicates that the mail was
rel ayed through each host on the list (the first host in
t he
list was the nost recent relay). This list is used as a
source route to return non-delivery notices to the sender
As each relay host adds itself to the beginning of the
list,
it must use its name as known in the IPCE to which it is
relaying the mail rather than the | PCE from which the nai
came (if they are different).

This command cl ears the reverse-path buffer, the
forward-path buffer, and the nmail data buffer; and inserts
the reverse-path information fromthis command into the
reverse-path buffer.

SEND OR MAI L (SOML)

This command is used to initiate a mail transaction in
whi ch
the mail data is delivered to one or nore term nals or

Post el [ Page
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mai | boxes. For each recipient the mail data is delivered to
the recipient's termnal if the recipient is active on the
host (and accepting term nal nessages), otherwi se to the
recipient's mailbox. The argunment field contains a
reverse-path. This command is successful if the nessage is
delivered to a terminal or the nail box.
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list,

whi ch

t he

list,

[ Page 24]
Post el

RFC 821
1982

Pr ot ocol

The reverse-path consists of an optional list of hosts and

the sender mail box. Wen the |ist of hosts is present, it

is a "reverse" source route and indicates that the mail was
relayed through each host on the list (the first host in

list was the nost recent relay). This list is used as a
source route to return non-delivery notices to the sender
As each relay host adds itself to the beginning of the

it must use its nanme as known in the IPCE to which it is
relaying the mail rather than the | PCE from which the nai
came (if they are different).

This command clears the reverse-path buffer, the
forward-path buffer, and the nmail data buffer; and inserts
the reverse-path information fromthis commuand into the
reverse-path buffer.

SEND AND MAI L ( SAM.)

This conmmand is used to initiate a mail transaction in

the mail data is delivered to one or nore termninals and
mai | boxes. For each recipient the mail data is delivered to
the recipient's terminal if the recipient is active on the
host (and accepting term nal nessages), and for al
recipients to the recipient's mailbox. The argurment field
contains a reverse-path. This command is successful if the
message is delivered to the mail box.

The reverse-path consists of an optional list of hosts and

the sender mailbox. Wen the list of hosts is present, it

is a "reverse" source route and indicates that the nmail was
rel ayed through each host on the list (the first host in

list was the nost recent relay). This list is used as a
source route to return non-delivery notices to the sender
As each relay host adds itself to the beginning of the

it nmust use its nanme as known in the IPCE to which it is
relaying the mail rather than the | PCE fromwhich the mail
came (if they are different).

This command clears the reverse-path buffer, the

August

Simpl e Mail Transfer



dat a

cl ear ed.

i nformati on

Post el
25]

forward-path buffer, and the mail data buffer; and inserts
the reverse-path information fromthis commuand into the
reverse-path buffer.

RESET ( RSET)

This command specifies that the current nmail transaction is
to be aborted. Any stored sender, recipients, and nmail

nmust be discarded, and all buffers and state tables

The receiver nust send an OK reply.

VERI FY (VRFY)

This command asks the receiver to confirmthat the argunent
identifies a user. |If it is a user name, the full nane of
the user (if known) and the fully specified nail box are

r et ur ned.

This command has no effect on any of the reverse-path
buffer, the forward-path buffer, or the mail data buffer

EXPAND ( EXPN)

This command asks the receiver to confirmthat the argunent
identifies a mailing list, and if so, to return the
menbership of that list. The full name of the users (if

known) and the fully specified nail boxes are returned in a
multiline reply.

Thi s command has no effect on any of the reverse-path
buffer, the forward-path buffer, or the nmail data buffer

HELP ( HELP)

This command causes the receiver to send hel pfu

to the sender of the HELP conmmand. The conmmand may take an
argunment (e.g., any command nanme) and return nore specific
informati on as a response.

This command has no effect on any of the reverse-path
buffer, the forward-path buffer, or the nmail data buffer

[ Page
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NOOP ( NOOP)

This command does not affect any paraneters or previously
entered commands. It specifies no action other than that
the receiver send an OK reply.

This command has no effect on any of the reverse-path
buffer, the forward-path buffer, or the nmail data buffer

QT (QUT)

This command specifies that the receiver nust send an K
reply, and then close the transm ssion channel.

The receiver should not close the transni ssion channel
until
it receives and replies to a QUT command (even if there
was
an error). The sender should not close the transm ssion
channel until it send a QU T comrmand and receives the reply
(even if there was an error response to a previous
conmand) .
If the connection is closed prematurely the receiver should
act as if a RSET command had been received (canceling any
pendi ng transacti on, but not undoing any previously
conpl eted transaction), the sender should act as if the
command or transaction in progress had received a tenporary
error (4xx).

TURN ( TURN)

This command specifies that the receiver nust either (1)

send an K reply and then take on the role of the

sender-SMIP, or (2) send a refusal reply and retain the
role

of the receiver-SMIP.

If program A is currently the sender-SMIP and it sends the

TURN command and receives an K reply (250) then programA

becomes the receiver-SMIP. ProgramAis then in the
initial

state as if the transnission channel just opened, and it

then sends the 220 service ready greeting.

If programB is currently the receiver-SMIP and it receives
the TURN command and sends an OK reply (250) then programB
beconmes the sender-SMIP. ProgramB is then in the initial
state as if the transnission channel just opened, and it
then expects to receive the 220 service ready greeting.

To refuse to change roles the receiver sends the 502 reply.
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There are restrictions on the order in which these conmand may
be used.

The first command in a session nust be the HELO conmand.
The HELO command may be used later in a session as well.

the HELO command argunent i s not acceptable a 501 failure
reply must be returned and the receiver-SMIP nmust stay in
the sanme state

The NOOP, HELP, EXPN, and VRFY commands can be used at any
time during a session

The MAIL, SEND, SOM., or SAM. conmands begin a nai
transaction. Once started a nmail transaction consists of
one of the transaction begi nni ng commands, one or nore RCPT
conmands, and a DATA command, in that order. A mail
transaction may be aborted by the RSET command. There may
be zero or nobre transactions in a session.

If the transaction beginning command argunment is not
acceptable a 501 failure reply nust be returned and the
receiver-SMIP nust stay in the same state. |f the comrmands
in a transaction are out of order a 503 failure reply nmnust
be returned and the receiver-SMIP nust stay in the sane
state.

The last command in a session nmust be the QU T comuand.

QUI T conmand can not be used at any other tine in a

COMVAND SYNTAX

The conmands consi st of a conmand code foll owed by an ar gunent
field. Command codes are four al phabetic characters. Upper
and | ower case al phabetic characters are to be treated
identically. Thus, any of the follow ng nay represent the

conmand:

MAI L Mai | mai | Mal | mAl |



This also applies to any synbol s representing paraneter

val ues,
such as "TO' or "to" for the forward-path. Command codes and
the argunent fields are separated by one or nore spaces.
However, within the reverse-path and forward-path argunents
case is inportant. In particular, in some hosts the user
"smth" is different fromthe user "Smth".
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The argunment field consists of a variable | ength character

string ending with the character sequence <CRLF>. The
receiver

is to take no action until this sequence is received.

Square brackets denote an optional argunent field. |If the
option is not taken, the appropriate default is inplied.
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The fol
HELO
MAI L
RCPT
DATA
RSET
SEND
SOML
SAML
VRFY
EXPN

HELP

QT
TURN

Sinple Mil

owi ng are the SMIP conmands:
<SP> <dommi n> <CRLF>

<SP> FROM <r ever se- pat h> <CRLF>
<SP> TO <f or war d- pat h> <CRLF>
<CRLF>

<CRLF>

<SP> FROM <r ever se- pat h> <CRLF>
<SP> FROM <r ever se- pat h> <CRLF>
<SP> FROM <r ever se- pat h> <CRLF>
<SP> <string> <CRLF>

<SP> <string> <CRLF>

[ <SP> <string>] <CRLF>

<CRLF>

<CRLF>

<CRLF>

August
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The syntax of the above argunent fields (using BNF notation
where applicable) is given below. The "..." notation

i ndi cat es
that a field nmay be repeated one or nore tines.

<reverse-path> ::= <pat h>

<f orwar d- pat h> ::= <pat h>

<path> ::= "<" [ <a-d-I>":" ] <mail box> ">"

<a-d-1> ::= <at-domai n> | <at-domain>"," <a-d-|>
<at-domain> ::="@ <domai n>

<domai n> ::= <elenent> | <element> "." <domai n>

<el ement> ::= <nane> | "#" <nunber> | "[" <dotnum "]"
<mai | box> ::= <local-part> "@ <domai n>

<l ocal -part> ::= <dot-string> | <quoted-string>
<nanme> ::= <a> <l dh-str> <l et-dig>

<l dh-str> ::= <let-dig-hyp> | <let-dig-hyp> <ldh-str>

<let-dig> ::= <a> | <d>

<let-dig-hyp> ::=<a>| <d>| "-
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and

<dot -str

<string> :

<quot ed-

<qtext> ::
<char> ::
<dot nun® ::
<nunber > ::

<CRLF> ::

<CR> ::

<LF> ::

<SP> ::

<snune .

<a> =

<c> .=

<d> ::=

<q> =

<X> =

<speci al

ing> ::= <string>| <string> "." <dot-string>
.= <char> | <char> <string>
string> ::= """ <qtext> """
= "\" <x> | "\" <x> <qtext> | <g> | <g> <qgtext>
=<c>| "\" <x>
= <snune " <snune " <snune " <snune
= <d> | <d> <nunber>
= <CR> <LF>
August
Sinmple Mail Transfer
the carriage return character (ASCI| code 13)
the line feed character (ASCI| code 10)
t he space character (ASCI | code 32)

= one, two, or three digits representing a decinm
i nteger value in the range 0 through 255

any one of the 52 al phabetic characters A through zZ
in upper case and a through z in | ower case

any one of the 128 ASCl |
<speci al > or <SP>

characters, but not any

any one of the ten digits O through 9

any one of the 128 ASCI| characters except <CR>
<LF>, quote ("), or backslash (\)

any one of the 128 ASCl I

Rt R N G I R B S R AR
[ ", 1 """ ] " "@ """ | the contro
characters (ASCI|I codes 0 through 31 inclusive

characters (no exceptions)



127)

Note that the backslash, "\", is a quote character, which is
used to indicate that the next character is to be used
literally (instead of its normal interpretation). For

exanpl e,
"Joe\,Smth" could be used to indicate a single nine character
user field with coma being the fourth character of the field.
Hosts are generally known by names which are translated to
addresses in each host. Note that the name el enents of

domai ns
are the official nanes -- no use of nicknanes or aliases is
al | owned.
Sornetimes a host is not known to the translation function and
comuni cation is blocked. To bypass this barrier two numeric
forms are also allowed for host "nanes". One formis a

deci nal
i nteger prefixed by a pound sign, "#"', which indicates the
nunber is the address of the host. Another formis four snal
deci mal integers separated by dots and encl osed by brackets,
e.g., "[123.255.37.2]", which indicates a 32-bit ARPA | nternet
Address in four 8-bit fields.
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The tine stanp line and the return path line are formally
defined as foll ows:

<return-path-line> ::= "Return-Path:" <SP><reverse- pat h><CRLF>
<tine-stanmp-line> ::= "Received:" <SP> <stanp> <CRLF>

<stamp> ::= <from domai n> <by-donmai n> <opt-info> ";"

<dayti ne>

<from domai n> ::= "FROM' <SP> <domai n> <SpP>

<by-domai n> ::= "BY" <SP> <donmi n> <SP>

<opt-info> ::=[<via>] [<with>] [<id>] [<for>]

<via> ::= "VIA" <SP> <link> <SP>

<with> ::= "WTH' <SP> <protocol > <SP>
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t he

<id>::="ID" <SP> <string> <SP>
<for> ::= "FOR' <SP> <pat h> <SP>

<link> ::= The standard nanes for links are registered with
the Network Information Center

<protocol > ::= The standard nanmes for protocols are
registered with the Network Information Center.

<daytime> ::= <SP> <date> <SP> <ti ne>

<date> ::= <dd> <SP> <nmpon> <SP> <yy>

<time> ::= <hh>":" <m ":" <ss> <SP> <zone>

<dd> ::= the one or two decimal integer day of the nonth in
the range 1 to 31

<mon> ::= "JAN' | "FEB" | "MAR' | "APR' | "MAY" | "JUN' |
"JuL" | "AUG' | "SEP" | "OCT" | "NOvV' | "DEC'

<yy> ::= the two decinmal integer year of the century in the
range 00 to 99.

August
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<hh> ::= the two decimal integer hour of the day in the
range 00 to 24.

<m® ::= the two decimal integer mnute of the hour in the
range 00 to 59.

<ss> ::= the two decinmal integer second of the minute in
range 00 to 59.

<zone> ::= "UT" for Universal Time (the default) or other

time zone designator (as in [2]).



Return Path Exanpl e
Ret ur n- Pat h: <@CHARLI E. ARPA, @BAKER. ARPA: JOE@NBLE. ARPA>

Exanpl e 9

Time Stanp Line Exanple
Recei ved: FROM ABC. ARPA BY XYZ. ARPA ; 22 OCT 81 09:23:59 PDT

Recei ved: from ABC. ARPA by XYZ. ARPA via TELENET with X25
id M2345 for Smith@DQ ARPA ; 22 OCT 81 09:23:59

PDT

Exampl e 10
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4.2. SMIP REPLI ES

Replies to SMIP conmmands are devised to ensure the

synchroni zati on
of requests and actions in the process of mail transfer, and to
guarantee that the sender-SMIP al ways knows the state of the
recei ver- SMIP. Every conmmand nust generate exactly one reply.

The details of the conmand-reply sequence are made explicit in
Section 5.3 on Sequencing and Section 5.4 State Di agrans.

An SMTIP reply consists of a three digit nunber (transmtted as
three al phanuneric characters) followed by sonme text. The nunber



is intended for use by autonata to deternine what state to enter
next; the text is neant for the human user. It is intended that
the three digits contain enough encoded information that the
sender- SMIP need not examine the text and may either discard it

or
pass it on to the user, as appropriate. |In particular, the text
may be receiver-dependent and context dependent, so there are
likely to be varying texts for each reply code. A discussion of
the theory of reply codes is given in Appendix E. Formally, a
reply is defined to be the sequence: a three-digit code, <SP>,
one line of text, and <CRLF>, or a nultiline reply (as defined in
Appendi x E). Only the EXPN and HELP comands are expected to
result in multiline replies in normal circunstances, however
nultiline replies are allowed for any command.
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4.2.1. REPLY CODES BY FUNCTI ON GROUPS

500 Syntax error, command unrecogni zed
[ This may include errors such as command |ine too |ong]
501 Syntax error in parameters or argunents
502 Conmand not i npl enent ed
503 Bad sequence of conmands
504 Command paraneter not inplenented



211 System status, or systemhelp reply

214 Hel p nessage
[Information on how to use the receiver or the neaning of a
particul ar non-standard command; this reply is useful only
to the human user]

220 <domai n> Servi ce ready

221 <domai n> Servi ce cl osing transm ssion channel

421 <domai n> Servi ce not avail abl e,
cl osing transm ssion channel
[This may be a reply to any command if the service knows it
must shut down]

250 Requested nmil action okay, conpleted

251 User not local; will forward to <forward-path>

450 Requested mmil action not taken: mail box unavail abl e
[E.g., mailbox busy]

550 Requested action not taken: mail box unavail abl e
[E.g., mail box not found, no access]

451 Requested action aborted: error in processing

551 User not local; please try <forward-path>

452 Requested action not taken: insufficient system storage

552 Requested mail action aborted: exceeded storage allocation

553 Requested action not taken: mail box name not all owed
[E.g., mailbox syntax incorrect]

354 Start mail input; end with <CRLF>. <CRLF>

554 Transaction failed
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4.2.2. NUMERI C ORDER LI ST OF REPLY CCDES

211 System status, or systemhelp reply

214 Hel p nessage
[Information on how to use the receiver or the neaning of a
particul ar non-standard comrand; this reply is useful only



to the human user]
220 <domai n> Servi ce ready
221 <dommi n> Servi ce cl osing transm ssion channel
250 Requested nmil action okay, conpleted
251 User not local; will forward to <forward-path>

354 Start mail input; end with <CRLF>. <CRLF>

421 <dommi n> Service not avail abl e,
cl osi ng transm ssi on channel
[This may be a reply to any command if the service knows it
must shut down]

450 Requested mail action not taken: mail box unavail abl e
[E.g., mailbox busy]

451 Requested action aborted: local error in processing

452 Requested action not taken: insufficient system storage

500 Syntax error, comand unrecogni zed
[ This may include errors such as command |ine too |ong]
501 Syntax error in paraneters or argunents
502 Command not i npl enent ed
503 Bad sequence of conmmands
504 Command paraneter not inplenented
550 Requested action not taken: nmail box unavail abl e
[E.g., mailbox not found, no access]
551 User not local; please try <forward-path>
552 Requested nmil action aborted: exceeded storage allocation
553 Requested action not taken: mail box name not all owed
[E.g., mailbox syntax incorrect]
554 Transaction failed
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4.3. SEQUENCI NG OF COMVANDS AND REPLI ES

The conmuni cati on between the sender and receiver is intended to



be an alternating dialogue, controlled by the sender. As such,
the sender issues a command and the receiver responds with a
reply. The sender nust wait for this response before sending
further conmands.

One inportant reply is the connection greeting. Nornmally, a

receiver will send a 220 "Service ready" reply when the
connecti on

is conpleted. The sender should wait for this greeting nessage

bef ore sendi ng any comands.

Note: all the greeting type replies have the official name of
the server host as the first word following the reply code.

For exanpl e,
220 <SP> USC-1 Sl F. ARPA <SP> Servi ce ready <CRLF>

The table below lists alternative success and failure replies for
each command. These nust be strictly adhered to; a receiver may
substitute text in the replies, but the nmeaning and action

i mplied
by the code nunbers and by the specific command reply sequence
cannot be altered

COMVAND- REPLY SEQUENCES

Each command is listed with its possible replies. The
prefixes
used before the possible replies are "P" for prelimnary (not
used in SMIP), "I" for internediate, "S" for success, "F"' for
failure, and "E" for error. The 421 reply (service not
avai l abl e, closing transm ssion channel) may be given to any
conmand if the SMIP-receiver knows it nust shut down. This
listing forns the basis for the State Diagranms in Section 4. 4.

CONNECTI ON ESTABLI SHVENT

S 220
F: 421
HELO
S: 250
E: 500, 501, 504, 421
MAI L
S: 250
F. 552, 451, 452
E: 500, 501, 421
Post el [ Page
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250, 251
550, 551, 552, 553, 450, 451, 452
500, 501, 503, 421

354 -> data -> S 250

F: 552, 554, 451, 452
451, 554
500, 501, 503, 421

250
500, 501, 504, 421

250
552, 451, 452
500, 501, 502, 421

250
552, 451, 452
500, 501, 502, 421

250
552, 451, 452
500, 501, 502, 421

250, 251
550, 551, 553
500, 501, 502, 504, 421

250
550
500, 501, 502, 504, 421

211, 214
500, 501, 502, 504, 421

250
500, 421

221
500

250
502
500, 503

August
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STATE DI AGRAMS

Foll owing are state diagrams for a sinple-mnded SMIP

inpl ementation. Only the first digit of the reply codes is used.
There is one state diagramfor each group of SMIP comands. The
comrand groupi ngs were determ ned by constructing a nodel for

command and then collecting together the commands with
structurally identical nopdels.

For each command there are three possible outcomes: "success"

(S), "failure" (F), and "error"” (E). In the state diagrans bel ow
we use the synbol B for "begin", and the synbol Wfor "wait for

reply".

First, the diagramthat represents nost of the SMIP conmands:

1,3 +o- -+

----------- > E |
| +-- -+
I

+---+ cnd +---+ 2 +---+

N > Wl-oooooes > S|

+-- -+ +-- -+ +-- -+

| 4,5 S —_
----------- > F |
+-- -+

Thi s di agram nodel s t he conmands:

HELO, MAIL, RCPT, RSET, SEND, SOML, SAM., VRFY, EXPN, HELP,
NOCP, QUI'T, TURN.

[ Page
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A nmore conpl ex di agram nodel s t he DATA conmand:

+---+ DATA +---+ 1,2 +---+
N S| Wmmmmemee e >| E|
+---+ F---4+ e aaaao - S+---+
3] |4,5 |
|| |
___________________ |
| | oot
| e e > S|
| | | | oot
| |
| | | I
\Y 1,3 |2 |
+-- -+ dat a e S4-- -+
I > Wi | F
+---+ o e e e e e oo oo oo S+---+
4,5

Note that the "data" here is a series of lines sent fromthe
sender to the receiver with no response expected until the

| ast
line is sent.
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DETAI LS
1. M N MUM | MPLEMENTATI ON

In order to make SMIP wor kabl e, the follow ng m ni mum
inplementation is required for all receivers:

COMVANDS -- HELO
MAI L
RCPT
DATA
RSET
NOOP

QUT
2. TRANSPARENCY

W thout sone provision for data transparency the character
sequence "<CRLF>. <CRLF>" ends the nmmil text and cannot be sent
by the user. In general, users are not aware of such
"forbidden" sequences. To allow all user conposed text to be
transmtted transparently the foll owi ng procedures are used.

1. Before sending a line of mail text the sender-SMIP

the first character of the line. |If it is a period, one
additional period is inserted at the beginning of the line.

2. Wien a line of mail text is received by the receiver-

it checks the line. |If the line is conposed of a single

period it is the end of mail. |If the first character is a

period and there are other characters on the line, the

character is deleted.
The mail data may contain any of the 128 ASCII| characters.
characters are to be delivered to the recipient's nail box
including format effectors and other control characters. |If
the transmi ssion channel provides an 8-bit byte (octets) data
stream the 7-bit ASCI|I codes are transmtted right justified
in the octets with the high order bits cleared to zero

In sone systens it may be necessary to transformthe data



it is received and stored. This may be necessary for hosts
that use a different character set than ASCI|I as their

| ocal

character set, or that store data in records rather than
Post el [ Page
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strings. |If such transforns are necessary, they nust be
reversible -- especially if such transforns are applied to
mai | bei ng rel ayed.

4.5.3. SIZES

There are several objects that have required m ni mum maxi mum
sizes. That is, every inplenentation nust be able to receive
obj ects of at |east these sizes, but nust not send objects

| arger than these sizes.

R b S R Rk o b R IR I I S kR AR Rk e o S R R

*  TO THE MAXI MUM EXTENT POSSI BLE, | MPLEMENTATI ON  *
*  TECHNI QUES WHI CH | MPOSE NO LIM TS ON THE LENGTH *
*  OF THESE OBJECTS SHOULD BE USED. *
* *
* *

hhkkkkhhhhhhkhkkhkhhhhhhkkkhhhhhhkkkkhhhhhkkkkkkkhkkkkk k%
user

The maxi numtotal |ength of a user nane is 64
charact ers.

domai n

The maxi numtotal |[ength of a domain name or nunber is
64
characters.

pat h

The maxinumtotal |ength of a reverse-path or

forward-path is 256 characters (including the
punctuation

and el ement separators).
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command | i ne

The maxi numtotal |ength of a command Iine including the
command word and the <CRLF> is 512 characters.

reply line

The maxinumtotal |ength of a reply line including the
reply code and the <CRLF> is 512 characters.

August
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text line
The maximumtotal length of a text line including the
<CRLF> is 1000 characters (but not counting the | eading
dot duplicated for transparency).

reci pients buffer

The maxi num total nunber of recipients that nust be
buffered is 100 recipients.

EE R S b R S S R R S S S O S

* *
*  TO THE MAXI MUM EXTENT POSSI BLE, | MPLEMENTATI ON  *
*  TECHNI QUES VWHI CH | MPCSE NO LIM TS ON THE LENGIH *
*  OF THESE OBJECTS SHOULD BE USED. *
* *
* *

R bk S R R R S R R I R S S R R S S Rk

Errors due to exceeding these linits nay be reported by using
the reply codes, for exanple:

500 Line too | ong.
501 Path too | ong
552 Too many recipients.

552 Too nmuch mail dat a.
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APPENDI X A
TCP Transport service
The Transmi ssion Control Protocol [3] is used in the ARPA
Internet, and in any network follow ng the US DoD standards for
i nternetwork protocols.

Connecti on Establi shnment

The SMIP transmi ssion channel is a TCP connection established
bet ween the sender process port U and the receiver process

port
L. This single full duplex connection is used as the
transm ssion channel. This protocol is assigned the service
port 25 (31 octal), that is L=25.
Dat a Transfer
The TCP connection supports the transmi ssion of 8-bit bytes.
The SMIP data is 7-bit ASCI| characters. FEach character is
transmtted as an 8-bit byte with the high-order bit cleared
to

Zero.
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APPENDI X B

NCP Transport service

The ARPANET Host-to-Host Protocol [4] (inplenmented by the Network
Control Progran) may be used in the ARPANET.

Connection Establishnment

The SMIP transm ssion channel is established via NCP between

the sender process socket U and receiver process socket L.
The

Initial Connection Protocol [5] is followed resulting in a
pair

of sinplex connections. This pair of connections is used as

the transmi ssion channel. This protocol is assigned the

contact socket 25 (31 octal), that is L=25.

Dat a Transfer

The NCP data connections are established in 8-bit byte node.

The SMIP data is 7-bit ASCI| characters. Each character is

transmtted as an 8-bit byte with the high-order bit cleared
to



zero.
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APPENDI X C
NI TS

The Networ k | ndependent Transport Service [6] may be used

Connecti on Establ i shnent
The SMIP transm ssion channel is established via NITS between
the sender process and receiver process. The sender process
executes the CONNECT primitive, and the waiting receiver
process executes the ACCEPT prinitive.

Data Transfer
The NI TS connection supports the transm ssion of 8-bit bytes.
The SMIP data is 7-bit ASCII characters. Each character is

transmtted as an 8-bit byte with the high-order bit cleared
to



zero.
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APPENDI X D
X. 25 Transport service

It nmay be possible to use the X 25 service [7] as provided by the
Public Data Networks directly, however, it is suggested that a
reliable end-to-end protocol such as TCP be used on top of X 25
connecti ons.
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APPENDI X E
Theory of Reply Codes

The three digits of the reply each have a special significance.
The first digit denotes whether the response is good, bad or

i nconpl ete. An unsophisticated sender-SMIP will be able to
determne its next action (proceed as planned, redo, retrench
etc.) by sinply examining this first digit. A sender-SMIP that
wants to know approxi mately what kind of error occurred (e.g.,
mail systemerror, comand syntax error) nmay exam ne the second
digit, reserving the third digit for the finest gradation of

i nformation.
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any).

cat egory

There are five values for the first digit of the reply code:
lyz Positive Prelimnary reply
The command has been accepted, but the requested action
is being held in abeyance, pending confirmation of the
information in this reply. The sender-SMIP shoul d send
anot her command speci fying whether to continue or abort
t he action.
[ Note: SMIP does not have any conmands that allow

type of reply, and so does not have the continue or
abort commands. ]

2yz Positive Conpletion reply

The requested action has been successfully conpl et ed.
new request nmay be initiated.

3yz Positive Intermediate reply
The command has been accepted, but the requested action
is being held in abeyance, pending receipt of further

informati on. The sender-SMIP shoul d send anot her

specifying this information. This reply is used in
comand sequence groups.

4yz Transi ent Negative Conpletion reply
The command was not accepted and the requested action
not occur. However, the error condition is tenporary

the action may be requested again. The sender should

August
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return to the beginning of the command sequence (if

It is difficult to assign a neaning to "transient" when
two different sites (receiver- and sender- SMIPs) nust
agree on the interpretation. Each reply in this

A



m ght have a different tinme value, but the sender-SMIP
encouraged to try again. A rule of thunb to determ ne
areply fits into the 4yz or the 5yz category (see

is that replies are 4yz if they can be repeated without
any change in comand formor in properties of the

or receiver. (E.g., the command is repeated identically
and the recei ver does not put up a new inplenmentation.)

Per manent Negative Conpl etion reply
The command was not accepted and the requested action
not occur. The sender-SMIP is discouraged from

the exact request (in the sane sequence). Even sone
"permanent" error conditions can be corrected, so the
hunman user may want to direct the sender-SMIP to
reinitiate the command sequence by direct action at some
point in the future (e.g., after the spelling has been
changed, or the user has altered the account status).

The second digit encodes responses in specific categories:

Syntax -- These replies refer to syntax errors,
syntactically correct commands that don't fit any
functional category, and uni npl enented or superfl uous
commands.

Information -- These are replies to requests for
i nformation, such as status or help.

Connections -- These are replies referring to the
transm ssi on channel

Unspecified as yet.

Unspecified as yet.

Mail system-- These replies indicate the status of
the receiver mail systemvis-a-vis the requested

transfer or other mail system action.

ird digit gives a finer gradation of meaning in each

category specified by the second digit. The list of replies

is

i f

bel ow)

sender
Syz

did

repeating
x0z
x1lz
X2z
X3z
X4z
x5z

The th
Post el
49]
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but

illustrates this. Each reply text is recommended rather than
mandat ory, and rmay even change according to the comand with
which it is associated. On the other hand, the reply codes
nmust strictly follow the specifications in this section

Recei ver inplenentations should not invent new codes for
slightly different situations fromthe ones described here,

rat her adapt codes already defi ned.

For exanple, a conmand such as NOOP whose successful execution
does not offer the sender-SMIP any new information will return
a 250 reply. The response is 502 when the command requests an
uni npl enent ed non-site-specific action. A refinenent of that
is the 504 reply for a command that is inplenmented, but that
requests an uni npl enent ed par anet er

The reply text may be longer than a single line; in these cases
the conpl ete text nust be marked so the sender-SMIP knows when it
can stop reading the reply. This requires a special fornmat to
indicate a nultiple line reply.

by

and

i mport ant

The format for multiline replies requires that every line,
except the last, begin with the reply code, foll owed
i medi ately by a hyphen, "-" (also known as minus), followed

text. The last line will begin with the reply code, followed
i medi ately by <SP>, optionally sone text, and <CRLF>.

For exanpl e:
123-First line
123- Second |ine
123-234 text beginning with nunbers
123 The last line

In many cases the sender-SMIP then sinply needs to search for
the reply code foll owed by <SP> at the beginning of a |line,

ignore all preceding lines. 1In a few cases, there is

data for the sender in the reply "text". The sender wll know
t hese cases fromthe current context.
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Scenari os

This section presents conplete scenarios of several types of SMIP
sessi ons.

A Typical SMIP Transaction Scenario

This SMIP exanpl e shows mail sent by Snith at host USC-ISIF, to
Jones, Green, and Brown at host BBN-UNI X. Here we assune that
host USC-1SIF contacts host BBN-UNI X directly. The mail is
accepted for Jones and Brown. Green does not have a nail box at
host BBN- UNI X.

220 BBN- UNI X. ARPA Sinple Mail Transfer Service Ready
HELO USC- | S| F. ARPA
250 BBN- UNI X. ARPA

MAI L FROM <Smi t h@JSC- | SI F. ARPA>
250 &K

RCPT TO <Jones@BN- UNI X. ARPA>
250 &K

RCPT TO <G een@BN- UNI X. ARPA>
550 No such user here

250 &K

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.

250 OK

QT

R
S
R
S
R
S
R
S
R
S: RCPT TO <Br own@BN- UNI X. ARPA>
R.
S
R
S
S
S
R
S
R 221 BBN UNI X. ARPA Service closing transnission channel

Scenario 1
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Aborted SMIP Transacti on Scenari o

220 M T-Miultics. ARPA Sinple M|l Transfer Service Ready
HELO | SI - VAXA. ARPA
250 M T-Mil tics. ARPA

MAI L FROM <Smi t h@ SI - VAXA. ARPA>
250 &K

R

S

R

S

R

S: RCPT TO <Jones@V T- Mul ti cs. ARPA>
R 250 K

S: RCPT TO <Green@ T-Mul ti cs. ARPA>
R. 550 No such user here

S
R
S
R

RSET
250 &K

QUT

221 M T-Miltics. ARPA Service closing transm ssion channel

Scenario 2
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Rel ayed Mail Scenario

Step 1 -- Source Host to Relay Host

220 USC-1 SI E. ARPA Sinple Mil Transfer Service Ready
HELO M T- Al . ARPA
250 USC- | SI E. ARPA

MAI L FROM <JQP@M T- Al . ARPA>
250 K

RCPT TO <@JSC- 1 SI E. ARPA: Jones @BN- VAX. ARPA>
250 &K

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Date: 2 Nov 81 22:33:44

From John Q Public <JQP@M T- Al . ARPA>

Subj ect: The Next Meeting of the Board

To: Jones@BN- Vax. ARPA

Bill:
The next neeting of the board of directors will be
on Tuesday.

John.
250 OK
QT

O DOV OLDOLWOLWODWL DLW O DND

221 USC-1 SI E. ARPA Service cl osing transni ssion channel
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)
©

O DOV OLOLWOLLY OO DL O DNAD

2 -- Relay Host to Destination Host

220 BBN- VAX. ARPA Sinmple Mail Transfer Service Ready
HELO USC- | SI E. ARPA
250 BBN- VAX. ARPA

MAI L FROM <@JSC- | SI E. ARPA: JQP@M T- Al . ARPA>
250 &K

RCPT TO: <Jones@BBN- VAX. ARPA>
250 &K

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Recei ved: from M T- Al. ARPA by USC-I SI E. ARPA ;
2 Nov 81 22:40:10 UT

Date: 2 Nov 81 22:33:44

From John Q Public <JQP@M T- Al . ARPA>

Subj ect: The Next Meeting of the Board

To: Jones@BN- Vax. ARPA

Bill:
The next neeting of the board of directors will be
on Tuesday.

John.
250 OK
QT

221 USC-1 SI E. ARPA Service cl osing transni ssion channel

Scenario 3
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Verifying and Sendi ng Scenario

220 SU- SCORE. ARPA Sinple Mail Transfer Service Ready
HELO M T- MC. ARPA
250 SU- SCORE. ARPA

VRFY Crispin
250 Mark Crispin <Adm n. MRC@U- SCORE. ARPA>

SEND FROM <EAK@M T- MC. ARPA>
250 &K

R

S

R

S

R

S

R

S: RCPT TO <Adm n. MRC@U- SCORE. ARPA>

R 250 K

S: DATA

R 354 Start mail input; end with <CRLF>. <CRLF>
S: Blah blah blah...

S: ...etc. etc. etc.

S

R 250 K

S
R

QT
221 SU- SCORE. ARPA Servi ce cl osing transm ssion channel

Scenario 4
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Sendi ng and Mailing Scenari os

First the user's nane is verified, then an attenpt is nmade to
send to the user's terminal. Wen that fails, the nmessages is

mai led to the user's mail box.

220 SU- SCORE. ARPA Simpl e Mail Transfer Service Ready
HELO M T- MC. ARPA
250 SU- SCORE. ARPA

VRFY Crispin
250 Mark Crispin <Adm n. MRC@U SCORE. ARPA>

SEND FROM <EAK@M T- MC. ARPA>
250 &K

RCPT TO <Adnmi n. MRC@U- SCORE. ARPA>
450 User not active now

RSET
250 &K

MAI L FROM <EAK@M T- MC. ARPA>
250 &K

RCPT TO <Adm n. MRC@U- SCORE. ARPA>
250 &

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.



250 OK

QUIT
221 SU- SCORE. ARPA Servi ce cl osing transm ssion channel

Scenario 5
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Doi ng the preceding scenario nore efficiently.

220 SU- SCORE. ARPA Simpl e Mail Transfer Service Ready
HELO M T- MC. ARPA
250 SU- SCORE. ARPA

VRFY Crispin
250 Mark Crispin <Adm n. MRC@U- SCORE. ARPA>

SOML FROM <EAK@M T- MC. ARPA>
250 &

R

S

R

S

R

S

R

S: RCPT TO <Adni n. MRC@U- SCORE. ARPA>

R 250 User not active now, so will do nmil.
S: DATA

R 354 Start mail input; end with <CRLF>. <CRLF>
S
S
S
R
S
R

Bl ah bl ah bl ah. ..
...etc. etc. etc.

250 OK

QUIT
221 SU- SCORE. ARPA Servi ce cl osing transm ssion channel

Scenario 6
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Mai | i ng List Scenario

First each of two mailing lists are expanded in separate sessions
with different hosts. Then the nessage is sent to everyone that
appeared on either list (but no duplicates) via a relay host.

Step 1 -- Expanding the First List
R 220 MT-Al.ARPA Sinple Mil Transfer Service Ready
S: HELO SU- SCORE. ARPA
R 250 M T- Al . ARPA
S: EXPN Exanpl e- Peopl e
R 250- <ABC@M T- MC. ARPA>
R 250- Fred Fonebone <Fonebone@SC-1 Sl Q ARPA>
R: 250-Xenon Y. Zither <XYZ@V T- Al . ARPA>
R 250-Quincy Smith <@JSC-1 S| F. ARPA: Q Smit h@ Sl - VAXA. ARPA>
R 250- <j o0e@ 00- uni x. ARPA>
R 250 <xyz@ar - uni x. ARPA>
S QT
R 221 MT-Al.ARPA Service closing transm ssion channel
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-- Expandi ng the Second Li st

220 M T-MC. ARPA Sinple Mail Transfer Service Ready
HELO SU- SCORE. ARPA
250 M T- MC. ARPA

EXPN | nterested-Parties

250- Al Calico <ABC@M T- MC. ARPA>

250- <XYZ©@M T- Al . ARPA>

250- Quincy Smith <@SC-1 Sl F. ARPA: Q Smi t h@ SI - VAXA. ARPA>
250- <f r ed@BN- UNI X. ARPA>

250 <xyz@ar - uni x. ARPA>

QT
221 M T-MC. ARPA Servi ce closing transm ssion channel
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-- Miiling to All via a Relay Host

220 USC-1 SIE. ARPA Sinple Mail Transfer Service Ready
HELO SU- SCORE. ARPA
250 USC-1 SI E. ARPA

MAI L FROM <Account . Per son@U- SCORE. ARPA>
250 K
RCPT TO <@JSC- | SI E. ARPA: ABC@M T- MC. ARPA>
250 K
RCPT TO <@JSC- | Sl E. ARPA: Fonebone@JSC- | SI QA. ARPA>
250 K
RCPT TO <@JSC- | SI E. ARPA: XYZ@M T- Al . ARPA>
250 K
RCPT
TO <@USC-| SI E. ARPA, @QUSC-1 SI F. ARPA: Q- Smith@ Sl -

250 &K

RCPT TO <@JSC- | SI E. ARPA: j 0e @00 UNI X. ARPA>
250 K

RCPT TO <@JSC- | SI E. ARPA: xyz @AR- UNI X. ARPA>
250 &K

RCPT TO <@JSC- | SI E. ARPA: f r ed@BN- UNI X. ARPA>
250 &K



DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.

250 OK

QT
221 USC-1 SI E. ARPA Service cl osing transm ssion channel

Scenario 7
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Forwar di ng Scenari os

220 USC-1 SIF. ARPA Sinple Mail Transfer Service Ready
HELO LBL- UNI X. ARPA
250 USC- | SI F. ARPA

MAI L FROM <nmo@BL- UNI X. ARPA>
250 &K

RCPT TO <fred@JSC- | SI F. ARPA>
251 User not local; will forward to <Jones@JSC-1| Sl . ARPA>

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.

250 OK



S QUT
R 221 USC-1SIF. ARPA Service closing transm ssion channel

Scenario 8
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Step 1 -- Trying the Miilbox at the First Host

R 220 USC-I SI F. ARPA Sinmple Mail Transfer Service Ready

S: HELO LBL- UN X. ARPA

R 250 USC-I SI F. ARPA

S: MAIL FROM <npb@.BL- UNI X. ARPA>

R 250 K

S: RCPT TO <fred@JSC- | S| F. ARPA>

R 251 User not local; will forward to <Jones@JSC-1| S| . ARPA>
S. RSET

R 250 K

S

QT



R 221 USC-1SIF. ARPA Service closing transmn ssion channel

Step 2 -- Delivering the Mail at the Second Host

220 USC-1SI. ARPA Sinple Mil Transfer Service Ready
HELO LBL- UNI X. ARPA
250 USC-| Sl . ARPA

MAI L FROM <nmp@BL- UNI X. ARPA>
250 &K

RCPT TO <Jones@JSC- | SI . ARPA>
K

DATA

354 Start mail input; end with <CRLF>. <CRLF>
Bl ah bl ah bl ah. ..

...etc. etc. etc.

250 OK

QT
221 USC-1SI. ARPA Service closing transm ssi on channe

A DLWOLWODW O DLW FODID

Scenario 9

August

Sinmple Mail Transfer

Reci pi ents Scenario
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Too Many

R
S:
R
S.
R
S
R:
S.

220 BERKELEY. ARPA Sinpl e Miil Transfer Service Ready
HELO USC- I SI F. ARPA
250 BERKELEY. ARPA

MAI L FROM <Post el @JSC- | SI F. ARPA>
250 &

RCPT TO <f abr y @BERKELEY. ARPA>
250 XK

RCPT TO <eri c@ERKELEY. ARPA>



R 552 Recipient storage full, try again in another
transaction

S: DATA

R 354 Start mail input; end with <CRLF>. <CRLF>
S: Blah bl ah bl ah. ..

S ...etc. etc. etc.

S .

R 250 K

S: MAIL FROM <Post el @QJSC- | SI F. ARPA>

R 250 K

S: RCPT TO <eri c@ERKELEY. ARPA>

R 250 K

S: DATA

R 354 Start mail input; end with <CRLF>. <CRLF>
S: Blah blah blah...

S: ...etc. etc. etc.

S .

R 250 K

S QT

R

221 BERKELEY. ARPA Servi ce cl osing transm ssion channel
Scenario 10

Note that a real inplenentation nust handl e many recipients as
specified in Section 4.5.3.
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GLCSSARY
ASCl |
American Standard Code for Information Interchange [1].
conmand
A request for a mail service action sent by the sender-SMIP to

t he
recei ver - SMIP.



domai n

The hierarchially structured gl obal character string address of a
host conputer in the mail system

end of mmil data indication
A speci al sequence of characters that indicates the end of the
mail data. |In particular, the five characters carriage return,
line feed, period, carriage return, line feed, in that order

host

A conputer in the internetwork environment on whi ch nmail boxes or
SMIP processes reside.

line
A a sequence of ASClI| characters ending with a <CRLF>.

mai | data
A sequence of ASCII characters of arbitrary |ength, which

conf orns

to the standard set in the Standard for the Fornmat of ARPA
Internet Text Messages (RFC 822 [2]).

mai | box
A character string (address) which identifies a user to whom nai
is to be sent. Miilbox normally consists of the host and user

specifications. The standard mail box nami ng convention is
def i ned

to be "user @onai n". Additionally, the "container" in which mai
is stored
[ Page 64]
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recei ver- SMIP process

A process which transfers mail in cooperation with a sender- SMIP
process. It waits for a connection to be established via the
transport service. It receives SMIP commands fromthe



sender- SMIP, sends replies, and perforns the specified
oper ati ons.

reply

A reply is an acknow edgnent (positive or negative) sent from
recei ver to sender via the transnission channel in response to a
command. The general formof a reply is a conpletion code
(including error codes) followed by a text string. The codes are

for use by progranms and the text is usually intended for human
users.

sender - SMIP process

A process which transfers mail in cooperation with a receiver-
SMIP
process. A local |anguage nay be used in the user interface
command/ reply di al ogue. The sender-SMIP initiates the transport
service connection. It initiates SMIP comands, receives
replies,
and governs the transfer of mail.
session

The set of exchanges that occur while the transm ssion channel is
open.

transaction

The set of exchanges required for one nessage to be transmtted
for one or nore recipients.

transm ssi on channe

A full -dupl ex communi cati on path between a sender-SMIP and a
recei ver- SMIP for the exchange of commands, replies, and mai
t ext.

transport service

Any reliable streamoriented data communi cation services. For
exanpl e, NCP, TCP, NI TS
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user

A human being (or a process on behalf of a human bei ng) wi shing

te obtain mail transfer service. |In addition, a recipient of
conputer nmail.
wor d
A sequence of printing characters.
<CRLF>
The characters carriage return and line feed (in that order).
<SP>
The space character
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